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Challenges with cloud data security
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A new approach to cloud era
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How QueryPie works
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Why QueryPie?
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Easy Installation, Easy Use
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QueryPie Solutions
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Database Access Control

Cet HlOJE] 44 S¢ 2

. 20097}X| O|4+2| RDBMS, NoSQL 52| CtU5H OB ~AE RHA|| JHESHAITIS £
off EZStEl SQL FREO 2 AT EX|IL IHsELICE

2o

S Ar2Xt ¥ SQL of|C|E| X|H
AFBRHE AN AHEIZI0] 2 Rt M E Sofl Hlo|Ef|o] Ao] H4stn als A
0 i
© pEe
E Proxy H&E 25t 00| HE %| &
=

@ O|A3E} Of|0|ME 2 Edlf Datagrip, DBeaver 52| 2|2 E2 &84 Q&L|CE o

O|ME ¢/0] URL Proxy A0 2 &= F& JhsShL|Ct,

Key

Features

User QueryPie Database

= @ O

r
2

I:l



oI5t Ol & J|H}O
| | e

SHRBAC) I &4 (ABAC) 2| 2 H|O|EfH|0| A 2 HIO{S
X|9I5tH, DML/ DCL/ DDL § 129 X302 Aldl 155t
SOL € SHIE & UBLICH

AFERHE2 DE R U0l chet 2 Behg Soisty,
IP CHSY, AI2t S 2, Zich X8|/ L] JHs o & Tl Se
S B 4 USLIC

* RBAC: Role-based Access Control (&t 7|gH)
* ABAC: Attribute-based Access Control (574 7|&h

Create Privilege Type

* Name

DML Only

* Database Type

£ General

* Privilege Type

+ Check All

DML DCL
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Delete Revoke
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DDL
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@ Data Access Policy

Table Name

payment -
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: ledger name
A1 Adist : . frst
| — ' I.II — Restricted Table customer rename
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[ENGINE] [30093] You don't have permission to access the table
'sakila.payment'. Please check your privileges.
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Prevented Column

Allowed Users

@™ Security Team

Restricted Column

v

4 id 1Irst_nanv1e last_ni
1 1 {RESTRICTED} LEE
2 2 {RESTRICTED} JOHNS
4 4 {RESTRICTED} JONES
5 5 {RESTRICTED}  BROW
6 6 {RESTRICTED} DAVIS
77 {RESTRICTED}  MILLE}
8 8 {RESTRICTED}  WILSQ
9 9 {RESTRICTED} MOOR
10 10 {RESTRICTED} TAYLO
11 1 {RESTRICTED} ANDEF



@ Data Masking

Database Name Table Name Column Name Assigned Pattern
sakila customer email email2
sakila cs_memo memo email2
sakila cs_memo memo cardno

ur_ o E %i} sakila €s_memo memo regno2

- sakila cs_memo memo phone
3 I I E1 0 E EE sakila person phone_numb.. phone
f—'b 12fi [~card_numfi cardno
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Action Type Result Username Name Email

Message
User Login & Failure ella ella ella@chequer.io Your account has expired at 2...
User Login & Failure ella ella ella@chequer.io Your account has expired at 2...
User Login @ Fallure ella ella ella@chequer.io Invalid Credential (Your id and...
User Login @ Fallure ella ella ella@chequer.io Invalid Credential (Your id and...
User Login @ Success Q& Admin ga@chequer.io Create Alert
User Login @ Success roger1 roger_choil roger@chequer.io
* Mame
User Logout @ Success rug‘ rogerd_#. roger@chequer.io Unusual User Login
- Alert Type Unusaist Login Atteenat

Unususal Login Attempt

Alert Detail
Alert Polic « Action Court

3

* Specified Time Interval (Minutes)

el =

5

* Message Template

{{userName}} attempted to login {{currentActionCount}} times in
{{intervalMinutes}} minutes on different IPs.

. QP Slack Notification @ <% 10:22
Admin attempted to login 2 times in 5 minutes on different IPs, | °7Pe Varabies
QP Slack Notification ® = 11:47 I

Ella Lee access to sandbox-ella-ro-connection (c909848b-4726-
4359-ab19-e1585373697f) connection.
Sensitive Level : Low
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Supported Data Source (DAC)
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System Access Control
Key Features
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Server Group Policy
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Key v Search + Add Tag
Key Value
rs maximur haracters maximu
RiskOwner Brant
Name commandpie-connect-test-apne2
Owner Martin
DueDate
1-50f5 Tag ©
. RiskQwner
I
1 = (Equals)
: I= (Does not equal)

X : (Contains) 5 : Shared i
Taggmg age are with 15 other(s)

I: (Does not contain)

| ame : dev-queryple-all-in-one  with 4 other(s)
|
1 AWS Linux endDate : Unlimited  with 15 other(s)
__________ >

AWS Linux Usage : Shared  with 15 other(s)

AWS Linux Usage : Test  with 5 other(s)



@ Restricted Command

Restrict Commands (SSH)

Maximum Attempts Allowed Specified Time Interval Before Lockout

s v 10 Minutes ~
Type Expression
Keyword Us ter key to add commands
S S H m E1 m , I H f rmx  mkdir % delete x Create Alert

RegExr Use the Enter key to add commands

st EX| U 22|

Restrict Functions (SFTP)

* Alert Type

. Restrict Command w
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&Lt " Select All

1 * Message Template

__________ o Name}} used the restrict d

_ - = oo 24 oAl _HO _|‘ o eEl = {{userMame}} use e restrict commani
glx_l'!oﬂ EEELI Dxl o oO'IE EUo | X“?_E'D:I, A oxl'j}' A|— DO” (=] {{restrictCommand}}' on the {{serverName}}

Command : {{command}}
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Session Record

Session Record

Action At
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Comments
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Single Network Zone Multiple Network Zone
Zone #1 Zone #1 Zone #2
QueryPie QueryPie API QueryPie QueryPie API
Database T Database I
Private Access https [ 443
SR - R - B B
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Customers
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Certifications
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bSl 1SOAEC I1SO/IEC IS0
@ 27001 22301
Information Security Business
Management Management Continuity
CERTIFIED CERTIFIED Management
ISO/IEC27001 ISO/IEC27701 ISO/IEC27017 ISO/IEC27018 15022301
Information Security Privacy Information Information Security Controls Privacy Controls Business Continuity
Management System Management System within a Cloud environment within a Cloud Environment Management

Security °
@ f GORR, ,’

ISMS-P CSA-STAR CSA-STAR PCIDSS GOOD Software
Information & Privacy Security, Trust, Assurance Security, Trust, Assurance Payment Card Industry Data Good Software Level 1
Security Management System and Risk (Level 1 - Bronze) and Risk (Level 2 - Gold) Security Standard 0o preteve
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